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Ethical Hacking Cheat Sheet
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Passive Intelligence

DNS

Get name servers

Get mail servers

Get all records / zone transfer

Reverse lookups



DNS proxy / mitm
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SNMP
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Find community strings



Enumerate entries
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Enumerate processes (0OID)

(BN TS ROIRRAY AN
'!-'HJ' SNBSS

XD

1'gt
v 4

Enumerate processes (MIB)

Network discovery

Network Reconnaissance

netdiscover
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NMAP
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Ping scan/sweep (no port scan)
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List scan
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Firewall/IDS Evasion
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Connect scan
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Half-open (“stealth”) scan

UDP scan

NULL, FIN, XMAS scans
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Comma and range syntax
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Greppable output format

Get IP addresses from a ping scan

Read and scan IPs from a text file



Test port 80

Connect-scan port 860

Scan all TCP ports
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UDP scan port 53

TCP + UDP scan
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Protocol scan
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Service identification / version detection

Script scan
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TLS cipher scan
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Shellshock test

MySQL brute force




Understanding and debugging nmap
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Scan port 80
Scan a range of ports

Spoof the source IP
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Scanning on mobile
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ARP ping



Port scan

Stealthy Network Recon

Nmap options

Nmap timing template

Nmap scan delay

SYN scan
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FIN scan

XMAS scan
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Null scan
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Idle scan
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Decoy scan

L L

1. T

ICMP timestamp request
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Subnet mask request
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Fragmentation scan
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Packet Sniffing

TShark

Sniff port 80



Sniff icmp

Finding and Exploiting
Vulnerabilities

Lynis

Check all

Pentest scan

Quick and quiet
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Log and report
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Metasploit

Start database service

Start metasploit framework console

Import Nessus report

Search for vulnerability in the report
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Search for exploits for a vulnerability
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Launching an exploit



Generic Payload Handler

HTC-Hydra

Crack FTP

Sniffing

Mininet
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Start mininet

Run command on host inside the Mininet prompt

Run command on host
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ARP Poisoning

Enable forwarding
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Poison a specific target
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Poison the entire subnet

Sniff passwords
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MITM all hosts on the subnet



Read eci/ecp

Driftnet
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DNS spoofing
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mitmproxy



Social Engineering Toolkit (SET)
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packetrecorder (meterpreter)

List interfaces

Record
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Cracking Wi-Fi
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Inspect captured traffic

Crack a WEP key



Crack WPA2 key
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Cracking Passwords

Windows Lanman passwords

Dump hashes with pwdump2

Dump hashes with meterpreter

Crack with John the Ripper



Crack with Cain & Abel
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Linux passwords

Unshadow passwords
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Crack passwords
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Crack passwords using a wordlist

View passwords
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Covert Channels and IDS Evasion

Snort

Run in IDS mode

Packet capture - text mode

Custom rules file

Alert on ICMP requests to any host on the network



Alert on FTP connections
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Alert on message content
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Encrypted ncat
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covert_tcp
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Start the listener

Send the message

Using Trojans and Backdoors

Netcat
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Buffer Overflow Exploits

Fuzzing
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Generate payloads with metasploit



Port bind in Perl

Reverse shell executable

Exploiting Common Web Application
Vulnerabilities

SQL Injection

Bash injection

XSS

Test for XSS



Execute cookie grab

More XSS Payloads

LXANARIB

XXE

Test for XXE

PHP injection

Test for injection

Run O0S command

Miscellaneous



Sudo

Find programs that a user can run with sudo



